
Why Connected Factory Systems Depend on a
Unified Namespace
For years, the factory floor ran on islands. PLCs talked to SCADA, SCADA fed historians, and
MES sent reports up to ERP. Each layer had its own protocol, its own database, its own idea of
what a “temperature” or a “part count” meant. Engineers reconciled spreadsheets. Operators
watched dashboards that lagged by minutes. Then Industry 4.0 arrived with promises of smart
manufacturing, and suddenly everyone wanted real-time data from the same sensors. The
problem was that no one had built the plumbing between those islands.

That plumbing is what we now call connected factory systems. It is not one product or one
vendor’s suite. It is the architecture that lets a sensor in a paint booth update a digital twin in
Azure while a maintenance app on a tablet shows the same reading, at the same moment,
without someone writing a custom script. Getting there requires more than buying a gateway. It
requires rethinking how data moves, who owns it, and what names it travels under.

The Old Ways Break Under Speed

https://www.youtube.com/watch?v=0EyjzTA3sGA
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Traditional factory integration relied on point-to-point connections. A SCADA system polled
PLCs over OPC UA. Historians pulled from SCADA. ERP called stored procedures in a relational
database. Each hop introduced latency, and each mapping introduced drift. If a sensor was re-
calibrated in the PLC but the historian still used the old offset, the numbers disagreed.
Engineers spent hours hunting the mismatch.

ISA-95 gave us a useful model for functional layers, but it never prescribed a data transport
layer that could keep up with millisecond events. When factories started adding edge
computing nodes and cloud computing backends, the gaps widened. A machine learning
model trained on historical data would fail in production because the live feed used different
units or missing timestamps. The data governance that looked solid on paper leaked at every
interface.

The Missing Piece: A Unified Namespace
A Unified Namespace solves this by decoupling data producers from data consumers. Instead
of wiring application A directly to sensor B, every device publishes to a central broker using a
common topic structure. Applications subscribe to the topics they need. The broker handles
routing, caching, and access control. No one writes point-to-point adapters anymore.

FactoVia, a consulting firm that specialises in this approach, has seen how a well-designed
Unified Namespace transforms operations. It is not just about speed. It is about clarity. When a
temperature reading from a Siemens PLC appears on the same topic path as a vibration
reading from a third-party IIoT sensor, engineers can build dashboards that mix both without
custom glue. The naming convention itself becomes the documentation.

Protocols That Fit the Architecture



For connected factory systems to work, the transport protocol must support pub/sub, retain
state, and handle both high-frequency telemetry and command messages. MQTT has become
the default for good reason. It is lightweight, supports quality-of-service levels, and works over
unreliable networks. Sparkplug adds a layer of standardised payloads and birth certificates
that let MQTT brokers know when a device goes offline or comes back.

OPC UA still plays an important role, especially for deterministic reads of PLC registers and for
cyber-physical systems that need strict timing. But the trend is to bridge OPC UA into MQTT at
the edge, so that the factory floor’s real-time data joins the same namespace as cloud
services. The bridge node translates the OPC UA information model into MQTT topics,
preserving the hierarchy. Operators keep their existing SCADA screens, while data scientists
access the same values through a Kafka or MQTT stream.

Where Digital Transformation Hits Reality
Digital transformation in manufacturing often stalls because IT and operations technology
teams speak different languages. IT thinks in APIs, JSON, and REST. OT thinks in ladder logic,
cyclic reads, and safety zones. A Unified Namespace gives them a common ground. The
operations technology team decides which sensors to publish and at what frequency. The
information technology team consumes those topics in cloud applications, data lakes, and
machine learning pipelines. Neither side needs to change its core systems.

One practical example: a mid-sized automotive supplier wanted to monitor energy
consumption across 200 presses. Each press had a Siemens PLC with power meters
connected over Profinet. The OT team configured each PLC to publish power data via MQTT to
a local broker. The IT team subscribed to those topics in a cloud-based analytics platform.
Within weeks they had a live dashboard showing energy per part, without pulling a single cable.
That is the kind of outcome that makes smart manufacturing feel less like a buzzword and
more like a working reality.

Edge Computing and the Volume Problem

Not every millisecond reading needs to travel to the cloud. Edge computing nodes filter,
aggregate, and compress data before publishing to the Unified Namespace. A vibration sensor
on a motor might generate 10,000 samples per second. The edge node runs a Fast Fourier
Transform and publishes only the dominant frequencies. The raw samples stay local. This
reduces cloud bandwidth costs and keeps the real-time data stream clean.

https://www.factovia.eu/


When the edge node also runs a machine learning model for anomaly detection, it can publish
an alert topic that the maintenance team’s app subscribes to. The same alert goes to the
historian for compliance records. The same event is visible on the SCADA screen. Because
everything shares the same namespace, adding a new consumer never requires touching the
producer.

Data Governance That Scales
Connected factory systems generate more data than any human can watch. Governance
becomes about controlling who can publish to which topics, how long data is retained, and
what transformations are applied before storage. A Unified Namespace lets operators set
access control lists at the topic level. The temperature topic under
"factory1/presses/press3/temperature" might be readable by anyone, but only the PLC can
write to it. The ERP system can subscribe to aggregated summaries but not to raw waveforms.

This structure also simplifies compliance with regulations like ISO 9001 or GDPR. When an
auditor asks for all data related to a specific batch, the namespace acts as a map. You query
the batch ID across the relevant topics. No more hunting through log files or proprietary
databases.

The Human Side of the Architecture



I have seen teams adopt a Unified Namespace and then struggle because they did not change
their review processes. The technology works. The bottlenecks become organisational.
Someone needs to own the topic hierarchy and enforce naming conventions. Someone needs
to decide which devices get Sparkplug certificates and who manages the MQTT broker. These
are not hard problems, but they require a shift from siloed responsibility to shared stewardship.

Factories that succeed treat the namespace as a living asset. They hold regular reviews where
OT and IT together look at topic usage, prune unused paths, and plan for new devices. They
also invest in training so that instrument technicians understand how their MQTT publish
settings affect the rest of the plant. When a technician reconfigures a PLC, they should know to
update the topic metadata. Otherwise the namespace drifts and trust erodes.

What Comes Next
The next wave of connected factory systems will pull in more unstructured data: video streams
from cameras, audio from microphones, vibration signatures from portable analysers. All of it
can live in the same namespace if the topic design accounts for it. A camera publishes frames
to "factory1/cameras/vision/zone4", and an edge node runs inference, publishing the results as
JSON to "factory1/events/defects". The maintenance app sees both the event and a link to the
topic with the raw image.



The Unified Namespace is not a product you install. It is a discipline you adopt. If your factory
already has OPC UA, MQTT, and a few edge nodes, you are halfway there. The next step is to
pick a topic standard, choose a broker, and start publishing. You do not need to connect
everything on day one. Connect one line. Prove that the data flows both ways. Then expand.
That is how digital transformation becomes something you do, not something you plan.


